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The Biodefense ‘build-up’ in Context
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ca. $6 Billion annually... Dual-Use Research of Concern...




Che jﬂreheri;;k

fredericknewspost.com | Vol. 125 | No. 293 | 4 Sections | Press Run: 43,268 | FINAL ! 50¢

. TURDAY | (AucusT 2, 2008

JANUARY: Senate office

* building reopens. FBI -
doubles the reward to
$2.5 million.

JUNE: FBI scrutinizes 20 t0 -

30 scientists who had
Jnowledge and opportunity
10 send the anthrax letters,
AUGUST: Law enforcement
officials call Steven J. Hatfill,
a biowarfare expert, a
“person of interest™

JUNE: FBI drains pond in
Frederick, in search of

FEBRUARY: A white powder
determined to be the deadly
poison ricin is found Inan
office of Senate Majority

- Leader Bill Frist. No one is
hurt and no arrests are
made.

* JULY 11: BioONE, a

USAMRIID | ANTHRAX BREACH INVESTIGATION A
FEDERAL AGENTS WERE CLOSING IN, AND BRUCE IVINS KNEW IT.

THE ARMY MICROBIOLOGIST WHO WAS WORKING ON A VACCINE FOR ANTHRAX POISONING WAS
NOW BEING GRILLED AS A SUSPECT IN THE 2001 LETTER ATTACKS THAT KILLED FIVE PEOPLE AND
SICKENED 17. FBI AGENTS WERE STAKING OUT HIS HOUSE. IVINS WAS A FREDERICK RESIDENT
WHO WORKED AT THE U.S. ARMY MEDICAL RESEARCH INSTITUTE OF INFECTIOUS DISEASES. HE
DIED TUESDAY IN AN APPARENT SUICIDE. AUTHORITIES WERE PLANNING TO CHARGE HIM WITH
MAILING THE TOXIN-LACED LETTERS, WHICH SPREAD NATIONWIDE ALARM JUST WEEKS AFTER
THE SEPT. 11, 2001, TERROR ATTACKS IN NEW YORK AND WASHINGTON.

BRUCE
IVINS

ANTHRAX CASE TURNS

SCIENTIST COMMITS SUICIDE AS FBI PROBE TIGHTENS

Hatfill a “person of interest”

in 2002. In late June, the

Justice Department cleared o 4
B Hatfill, who had been wrongly
i Souccied Iufe S0 ot  fnvestigating the 2001

case, and paid him $5.8" o Al e pianaie

ztellbbyr;:en’a"léosuedm = 1o indict ivins-in connection
? > with anthrax mailings that

#  The home of Bruce Ivins.
Federal prosecutors

Killed five people. Ivins died
Tuesday at Frederick
Memorial Hospital, after being

o i
NS mf < “found unresponsive by police
in his home Sunday.



The Dingell — Stupak Letter
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Thoe President

The White House

160} Penmsylvania Avemue, MW,
Washington, [0,.C. 20500

Diear Mr. Presicent:

If these allegations are true, the FBI has identified serious weaknesses in the security at
one of our Nation’s premier laboratories for the study of some of the most deadly pathogens in
the world. Their allegations also raise equally troubling security concerns about the thousands of
other scientists and technicians who work at hundreds of labs across our country with “select
biological agents™ such as anthrax.

investigation into the adeguacy of the physical and personne] sscurity systems in place at all
Government-nan o -sponsored Biosafety Level 3 and 4 laboratories (BSL 3 and 4) in the United
Stntes. In addition, until your investigation is complete and the results of that inwestigation ane
reporied to you and Congress, we urge you to order the suspension of all farther design and
conmstruction of such laharatornes.

g
Sincerely,
/
Jgfin D. Dingell ; Bant ::p.u '7
hairman Chairman

Subcommittee on Oversight and Investigations




WMD Commission of 2008

"The United States should be less
concerned that terrorists will become
biologists and far more concerned that
biologists will become terrorists.”

Dec ‘08



New Committee Reports
since 28 July 08

1. DoD/DSB Study---Feb 09

2. NSABB Study---May 09

Dec 09

3. Trans Federal Task Force--- Jul 09

4. National Academies Study---Sep 09

...and in July 2010, an Executive Order




Biological ‘Surety’ 2008

 Biological ‘Surety’
— Biological Safety
—Physical Security
— Agent Accountabillity

—Personnel Reliabilit/y*

* Requires that persons with access to select agents are “mentally
alert, mentally and emotionally stable, trustworthy, and physically
competent”. AR 50-1



Personnel Reliability: AR 50-1
(28 July 08D...AR 50-X since 2004

2—-8. Other disqualifying factors
Any of the following traits,, based on the certifying official’s informed

judgment.

d. Inappropriate attitude, conduct, or behavior...

(1) Negligence or delinquency in performance of duty.

(2) ... a contemptuous attitude toward the law, regulations, or other
duly constituted authority....

(3) Poor attitude or lack of motivation... arrogance, inflexibility,
suspiciousness, hostility, flippancy toward BPRP responsibilities,
and extreme moods or mood swings.

(4) Aggressive/threatening behavior toward other individuals.

(5) Attempting to conceal PDI [potentially disqualifying information]
from certifying officials



Personnel Reliability: AR 50-1
(28 July 08D...AR 50-X since 2004
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Any of the following traits,, based on the certifying official’s informed

judgment.

d. Inappropriate attitude, conduct, or behavior...

(1) Negligence or delinquency in performance of duty.

(2) ... a contemptuous attitude toward the law, regulations, or other
duly constituted authority....

(3) Poor attitude or lack of motivation... arrogance, inflexibility,
suspiciousness, hostility, flippancy toward BPRP responsibilities,
and extreme moods or mood swings.

(4) Aggressive/threatening behavior toward other individuals.

(5) Attempting to conceal PDI [potentially disqualifying information]
from certifying officials

“This reminds me of many scientists | know. Really smart people are often
just a tiny bit weird and quirky, in case you haven’t noticed...and often
irritating...” web blog editorial




The ‘Insider threat’
Enlightened Leadership Requlatory Oversight

Lead with Science Lead with Security
Quality Research Guns, Gates and Guards
Emphasis on Safety Background Checks
Vision Psychological Evaluation
Education Lists & Pathogen Control
Responsibility A Culture of Mistrust?
Accountability

Honesty Some labs will need some of
Transparency the right column, but every

Ethics lab can benefit from the left...

A Culture of Trust and Accountabllity
Which will make us safer and more productive?



The ‘Insider threat’
Enlightened Leadership Requlatory Oversight

Lead with Science Lead with Security
Quality Research Guns, Gates and Guards
Emphasis on Safety Background Checks
Vision Psychological Evaluation
Education Lists & Pathogen Control
Responsibility A Culture of Mistrust?
Accountability

Honesty

Transparency

Ethics

A Culture of Trust and Accountability

Which will make us safer and more productive?



Seeking Balance

Security, Safety and Productivity

Biosafety: Necessary, understood and very important.

Biosecuirty: Necessary, not always understood and can
be overdone.

Enlightened Leadership: Necessary, sometimes under-
appreciated and more is usually better.

12



Thoughts on the way ahead...

 Life sciences community takes back momentum:
— Transparency in science
— Communicate, Educate, Recruit...Lead!
— Demonstrate a Culture of Responsibility
— Build Public Trust

« Work with “the Regulators” and concerned citizens to:
— Carefully consider real risk
— Carefully consider real value of all solutions

— Consider the entire cost of all solutions
— Real costs: Equipment, scientist time, Decreased ‘tooth-to-tail’ ratio
— Intangible costs: Scientists move to other fields, Research offshore

 Seek solutions that limit frustration to scientists



“Zero Risk” is not an option...
We can't afford it!

There are many risks out there, but we can'’t
stop working toward the good that can come
from biotechnologies and knowledge...
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